What is a Router/Hub/Switch? 

Compiled by our editors 


Routers, hubs and switches are all parts of the hardware that makes up a computer network.


Routers
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A router allows connectivity to one or more computers, helping create a network. For home users, these are particularly useful for taking a single broadband internet account, and spreading it to at least two or more computers. Standard routers require the internet connection from a standalone modem, but modem-routers are increasing in popularity, which can be plugged into any broadband-enabled phone line, reducing cable clutter, and only taking up one power socket.


In the telecoms industry, the backbone of the internet is formed by industrial routers. They work rather like telephone exchanges, passing data between network segments to form a connection. Each router has a configuration table, or routing table, containing information on which connections lead to certain groups of addresses, which connections have priority for usage, and rules for handling different kinds of traffic. A typical home/office router has a very small routing table, but the big routers that handle the main internet traffic can have huge complicated routing tables. Each time a router receives a packer of data it will attempt to send it along the best possible route to its destination, based on its routing table. If that connection is not currently available it will send it along the next best route. In this way, the routers that form the internet can reconfigure the paths packages take to work around any problems with the network.


The rules for handling traffic are an important part of internet security. A home/office router may have rules limiting how computers outside the network can connect to computers inside the network, as well as preventing private network traffic from spilling into the outside world. Many home routers include additional security features - they scan and filter all traffic that passes through them, usually through an integrated firewall in the hardware. Some may carry out other useful roles such as acting as a print server.
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Wireless routers have become more common. A wireless router does exactly the same job in the home as a regular wired (Ethernet) router, with the difference that a computer can be connected to it without needing to run Ethernet cable between the computer and the router. All you need is a wireless network adapter in each PC you want to connect, usually in the form of a card in your PCI slot (or a laptop's PCMCIA card slot) or an adapter for USB. Wireless routers generally have four ports to connect Ethernet cable as well, so computers can be connected by whatever means is most convenient - you might want to use a cable for your desktop PC which sits right next to the router, but use the wireless adapter in your laptop.
Read more about wireless networking.


Switches
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A switch is sometimes called an 'intelligent hub', and now that they are no longer significantly more expensive than hubs they have almost replaced them entirely. A switch does the same as a hub, in that it connects devices to allow them to act as a single segment. However, it does not automatically send traffic to every other port. Each time a frame of data comes into the switch, it saves the physi cal address (MAC address) and the port it came from in its MAC address table. It then checks the destination MAC address in the table, and if it recognises it it sends the frame to the appropriate port. If it is not in the table, or the address is a broadcast address (intended for every machine on the local network), then it does the same as a hub and sends the frame through every port except the originating port.


Hubs and switches are commonly used in businesses to divide up the local network into a number of subnets. For example, if the creative team are frequently exchanging large files across the network, their traffic will slow down the network for other users. Two switches can be used, with the creative team's computers being connected to form one network while everyone else's computers are connected to form another. The two switches can then be connected to the router which sits between the internal network and the internet. The creative team's traffic is only seen by the computers on that network, but if they need to connect to a computer on the other network the data is sent through the router in the middle.


Hubs
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A hub is a device for connector multiple eEhernet devices (usually PCs) to form a single segment - a portion of a network that is separated from other parts of the network. It has multiple ports through which devices are connected, and when it receives data it sends it out again through every port except the one it came in through.


Originally Ethernet networks used coaxial cables. Each computer was fitted with a transceiver, which connected directly into a long piece of coaxial cable - a bus. This meant that traffic on the network was visible to every other computer. A hub replaces this cable, making sure that traffic is seen by every computer on the network, and enables the network to be connected in the form of a star rather than a bus using the familiar twisted pair Ethernet cable.

